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“Physical” can harm “cyber”

Usually, we talk about the cyber-attacker harming the physical system

N2

“Input-controlling” adversaries l

[ESCAR’06]
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‘Pay attention to the context’

Cautionary tales: neighborhood, proximity, and location

Tale 1: Secure neighborhood discovery

Secure neighbor discovery
* Impossibility result: no time-based solution B\

* Proven secure protocols \/

* Position and communication neighborhood G+

b-t-A = 2d(loc(A),))v’
_. Y

Neighbor(4,B,t)
Neighbor(B,4,t)

[IEEE TDSC 2013, IEEE TMC 2014]
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Tale 2: Secure ranging/distance bounding

Impulse Radio Ultra Wide Band (IR-UWB) distance decreasing
attacks (up to 140m) and countermeasures
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[IEEE TWC 2011, 2012]

time

[USPO 2012, ICL-GNSS 2015, IS-GNSS 2015]

Tale 3: Secure localization

Protect Global Navigation Satellite System receivers
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Road Side Unit

B\ 2000

3

‘Security & Privacy can harm safety’

Architecture and protocols

Vehicle A:

1. Generate and sign message

2. Encapsulate message

3. Broadcast {Msg}giy. {Py}6ieca)

Vehicles B & C:

1. Validate the pseudonym, {P}5ieca
2. Verify the signature

3. Validate message content

4. Accept/reject the message

5. Re-broadcast

[IEEE TDSC 2011, IEEE VNC 2015, 2016]

Large-scale, resource constraints
Real-time and physical world challenges
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(a) Collisions as a function of o, 3; 8-lane
highway; comparison with unsecured VC.

« Pol

‘Experience teaches’

CPS security not by obscurity

Open standards, ensure no obscurity on the physical

part
icies
Formalisms

Certification for components and platforms

Proactive mitigation

» Automation of processes makes security all the more
important

¢ Human can still be the weakest link

Physical perception manipulation can induce behaviors
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Data trustworthiness:
Mobile crowd-sensing

Classification Phase

[ACM WiSec 2015]

Concept
Drift
Checker
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Scan/Region

Training Phase
Merger

Data trustworthiness:

Mobile crowd-sensing (cont'd)
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[ACM WiSec 2015]
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